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Abstract Zero-knowledge proof system is an important protocol that can be used
as a basic block for construction of other more complex cryptographic protocols. An
intrinsic characteristic of a zero-knowledge systems is the assumption that is impos-
sible for the verifier to show to a third party that he has interacted with the prover.
However, it has been shown that using quantum correlations the impossibility of trans-
ferring proofs can be successfully attacked. In this work we show two new protocols
for proof transference, being the first one based on teleportation and the second one
without using entangled states. In this last case, we assume that the third party can com-
municate in advance with both verifier and prover. Following, we present a quantum
zero-knowledge protocol based on quantum bit commitment that can be implemented
with today technology.
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1 Introduction

A zero-knowledge system is a protocol between two partners where one of them is
the prover, P, and the other is the Verifier, V. Basically, P has a secret (for exam-
ple, he knows how to solve an specific problem) and V wants to be sure about that.
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38 J. C. do Nascimento, R. V. Ramos

Thus, V challenges P (asking him to solve the problem) and P has to take actions that
proof to V that he really has the secret without allowing V to discover it. Besides the
zero-knowledge characteristic, the protocol requires an additional property known as
impossibility of transferring the proof. This property states that, at the end of the pro-
tocol, V can not prove to a third party that he had interacted with P. The most famous
zero-knowledge proof system is the Goldreich, Micali and Wigderson (GMW) system
[1]. It can be shortly described as follows: P and V know two graphs G0 and G1 with n
nodes. P has as secret the isomorphism σ : G1 → G0. In order to P proofing to V that
he really knows σ , the following protocol is used:

1. P generates a random isomorphism λ: G0 → H and he sends H to V.
2. V generates a random bit b and sends it to P.
3. P sends the isomorphism ξ = λ◦σ b to V.
4. V checks if ξ (Gb)= H . (λ◦σ bGb : if b = 0 ⇒ λG0 = H and if b = 1 ⇒

λ◦σG1 = λG0 = H)

The steps are repeated n times and V will only believe in P if step 4 is always satisfied.
The probability of P to deceive V with success decreases fast when n grows.

The impossibility of transferring the proof of the GMW system is known to be
resistant against classical attacks, however, it was shown in [2] that it is not resistant
against systems with tamper-proof quantum memory, according to the following pro-
tocol: Firstly, a third party, hereafter known as Eve, is colluded with V. They share in
advance n2 pairs of the quantum state (|00〉VE + |11〉VE)/2½ and they agree in a hash
function h that maps all existents graphs with n nodes in a n bit sequence. The steps
of the protocol are:

1. P generates a random isomorphism λ: G0 → H and he sends H to V.
2. V calculates h(H) obtaining a n bit sequence B = {B1, B2, . . ., Bn}. V then takes

n qubits (from the n2 pairs that he shares with Eve) and performs measurements
in them. For the i th qubit (i = 1, . . . , n) if Bi is ‘0’ then the measurement is
performed in the rectangular basis {|0〉, |1〉} otherwise, the basis used is the diag-
onal

{
(|0〉 + |1〉)/2½, (|0〉 − |1〉)/2½

}
. The states |0〉 and (|0〉+ |1〉)/2½ code bit

‘0’ while the states |1〉 and (|0〉 − |1〉)/2½ code bit ‘1’. Thus, the results of the
measurements form another n-bit sequence, R = {R1, R2, . . ., Rn}. At last, the
bit b that V sends to P is the parity of R, R1 ⊕ R2 ⊕ R3 ⊕ · · · ⊕ Rn .

3. P sends the isomorphism ξ = λ◦σ b to V.
4. V checks if ξ (Gb) = H .
5. Steps 1–4 are repeated n times and it is supposed that V really verifies that P has

the secret. After that, V sends to Eve all graphs H (in the right order H1,…,Hn)

and all isomorphisms ξ (in the right order ξ1, . . ., ξn) received from P, and all
bits b (in the right order b1, . . ., bn) sent to P.

6. For the kth H received, Hk, k = 1, 2, . . ., n, Eve calculates h(Hk) obtaining a n
bit sequence B ′

k = {
B ′

1k, B ′
2k, . . . , B ′

nk

}
. Now, Eve takes the kth set of n qubits

(from the same pairs used by V when P sent Hk to him) and she performs mea-
surements in them. For the i th measurement, if B ′

ik = ‘0’ then the rectangular
basis is used otherwise, the diagonal basis is used. The results of Eve’s measure-
ments form another n-bit sequence, R′. Eve then calculates the parity of R′, b′,
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Quantum protocols for zero-knowledge systems 39

and checks if ξk (Gb′) = Hk . If this last condition is satisfied for all nH received,
then Eve believes that V has interacted with P.

For each time that V challenges P n states (|00〉VE + |11〉VE)/2½ are used, because
the function hash maps the graphs in a n-bit sequence. If V challenges P n times, then
n2 states are required. If all random variables used are uniformly distributed, then the
probability of V to deceive Eve is ½n .

The security of the just described protocol is strongly based on the difficulty of
inverting the hash function. More precisely, if V can invert the hash function, he can
deceive Eve, making her to believe that he has interacted with P without having done
it. Let us suppose that V did not interact with P but he wants to make Eve believe that
he has interacted. For this, we assume that V knows all collisions of the agreed hash
function. In order to V deceiving Eve, he must provide to her n tuples (H, ξ, b)n1 with
an appropriated probability distribution of the components, and the components Hi , ξi

and bi must satisfy ξi Gbi = Hi for all i = 1, . . ., n. In order to get this, V follows the
following steps:
1. V chooses randomly, with uniform distribution, a bit c.
2. V chooses, with uniform distribution, a random isomorphism ξ : Gc → H .
3. V calculates h(H) and uses its bits to choose the bases of the measurements,

whose results form the bit sequence R.
4. V calculates the parity of R and compares to c. If they are equal, what happens

with probability ½, V sends (H, ξ, c) to Eve. If they are not equal, V takes a colli-
sion H ′, h(H ′) = h(H), calculates ξ ′ such that ξ ′Gc̄ = H ′ and sends

(
H ′, ξ ′, c̄

)

to Eve.
As can be seen from step 4, in order to have success in cheating Eve, V must know n
pairs of collisions (H, H ′) of the hash function h and n pairs of isomorphism (ξ, ξ ′)
such that ξ : G0 → H and ξ ′: G1 → H ′. Now, the important question is: what is the
difficult of V finding the collisions of h? If V is supposed to have only classical com-
puters, then the task will be really hard (O

(
k½

)
queries are needed) and one can say

that the protocol proposed in [2] is computationally secure. On the other hand, using a
quantum computer with Grover’s quantum search algorithm, one is capable of find a
collision with an upper bound of O

(
k1/3

)
[3] and a lower bound of O

(
k1/5

)
[4] on the

number of queries needed. Here k is the total size of the domain and image space of the
hash function used. Therefore, even if V has a quantum computer able to run Grover’s
search algorithm the task of inverting a hash function is still very hard. Nevertheless,
if one is not satisfied with such situation and does not want to run any risk, one can use
a permutation instead of a hash function. Since the permutation preserves the number
of bits, there will not be collisions and the protocol becomes more secure. However,
the price to be paid for this security is a larger number of necessary bipartite states. If
there are k graphs with n nodes, and the protocol is repeated m times, then the number
of bipartite states to be used is m2k .

2 A new quantum attack for transference of proof of zero-knowledge systems

In this section it is described a different quantum attack, based on teleportation, for the
transference of proof of zero-knowledge systems. Firstly, let us consider a classically
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controllable quantum operator that act as U |θ〉 = |ϕ〉 where |θ〉 is one of the sin-
gle-qubits states |0〉, |1〉, |+〉 and |−〉 (|±〉 = (|0〉 ± |1〉)/2½). Thus, the operator
U for a particular bit sequence C,Uc, can be described by the set of pairs input-
output S = {(|0〉,Uc|0〉), (|1〉,Uc|1〉), (|+〉,Uc|+〉), (|−〉,Uc|−〉)}. A collision hap-
pens when two different bit sequences leads to the same set S. In order to realize the
new quantum attack, it is assumed that V and Eve share in advance n pairs of the Bell
state (|00〉V E + |11〉V E )/2½ and that Eve has sent to V n qubit states belonging to
the set {|0〉, |1〉, |+〉, |−〉}. The new quantum attack for the transference of proofs of
zero-knowledge systems is as follows:

1. P generates a random isomorphism λ: G0 → H and he sends H to V.
2. V calculates h(H) obtaining a n bit sequence C = {C1,C2, . . .,Cn}. V then takes

one qubit |θ〉 (from the n qubits that Eve sent to him) and performs a unitary trans-
formation in it according to the bit sequence C . The output state Uc|θ〉 = |ϕ〉 is
teleported to Eve using one of the n Bell states that Eve and V share. At last, the
bit b that V sends to P is the xor function between the bits D0 and D1 obtained in
the Bell measurement during teleportation protocol.

3. P sends the isomorphism ξ = λ◦σ b to V.
4. V checks if ξ (Gb) = H .
5. Steps 1–4 are repeated n times and it is supposed that V really verifies that P has

the secret. After that, V sends to Eve all graphs H (in the right order H1, . . ., Hn)

and all isomorphisms ξ (in the right order ξ1, . . ., ξn) received from P.
6. For the kth H received, Hk, k = 1, 2, . . ., n, Eve calculates h(Hk) obtaining a n

bit sequence C ′
k = {

C ′
1k,C ′

2k, . . . ,C ′
nk

}
. Now, Eve applies the inverse of Uc′ in

the teleported qubit that she received from V in order to recover the kth single-
qubit that she sent to V. Once Eve knows exactly the qubit value that she sent,
she can perform a measurement in the correct basis and she knows what result is
expected to happen. At last, Eve uses the b value that she received during telepor-
tation stage (the xor function between the two classical bits of the teleportation)
and checks if ξk(Gb) = Hk . If this last condition is satisfied for all nH received,
then Eve believes that V has interacted with P.

Now, let us suppose that V did not interact with P but he wants to make Eve believe
that he has interacted. For this, once more we assume that V knows all collisions of the
agreed hash function h. In order to V deceiving Eve, he must provide to her n tuples
(H, ξ, b)n1 with an appropriated probability distribution of the components, and the
components Hi , ξi and bi must satisfy ξi Gbi = Hi for all i = 1, . . ., n. In order to get
this, V realizes the following steps:

1. V chooses randomly, with uniform distribution, a bit d.
2. V chooses, with uniform distribution, a random isomorphism ξ : Gd → H .
3. V calculates h(H) and uses its bits to choose Uc and obtaining |ϕ〉 = Uc|θ〉.
4. V teleports |ϕ〉 to Eve and obtain the bit b. She compares b to d. If they are equal,

what happens with probability ½, V sends (H, ξ, d) to Eve. If they are not equal,
V takes a collision H ′, h(H ′)=h(H ), calculates ξ ′ such that ξ ′Gd̄ = H ′ and she
sends (H ′, ξ ′, d̄) to Eve.
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Quantum protocols for zero-knowledge systems 41

As can be seen from step 4, once more in order to have success in cheating Eve,
V must know n pairs of collisions (H, H ′) of the hash function h and n pairs of isomor-
phism (ξ, ξ ′) such that ξ : G0 → H and ξ ′: G1 → H ′. At this moment it is important
to stress some points. Firstly, if b is different of d in the protocol just described, then
V can decide to send a different pair of classical bits to Eve. However, if this is the
case, Eve will obtain a teleported quantum state different from the one that she sent
to V, and she will note this in the measurement with probability ¾. Hence, it is better
to Eve to send the correct b information and use a collision. In this case, since V does
not know what state Eve has sent to her, a collision between two bit sequences C1 and
C2 occurs only if S1 = S2, where

S1,2 = {(|0〉,Uc1,2 |0〉), (|1〉,Uc1,2 |1〉), (|+〉,Uc1,2 |+〉), (|−〉,Uc1,2 |−〉)}. (1)

This new quantum attack has as advantage over the protocol described in Sect. 1, the
fact that the number of Bell state needed is only n, instead of n2. The disadvantage of
this new protocol is the present difficulty to implement a Bell state measurement used
in the teleportation protocol. At last, once more if a permutation is used instead of a
hash function then attacks using collisions will not be possible.

3 Quantum zero-knowledge protocol using a trustable third party

Now let us move to different problem. Let us suppose that Charlie has a secret, a
sequence of n bits, SC . He divides the secret in two parts, SA and SB , such that SA ⊕
SB = SC . The new secret SA is distributed to Alice while SB is distributed to Bob. Fur-
thermore, Charlie sends to Alice a sequence of n qubits Sq = |ψ1〉⊗|ψ2〉⊗ . . .⊗|ψn〉
where |ψi 〉 (i = 1, 2, . . ., n) belongs to the set {|0〉, |1〉, |+〉, |−〉}. At last, the i th bits
of SA and SB represent, respectively, the binary value that the qubit |ψi 〉 represents
and the binary value that its basis represents. The states |0〉 and |+〉 represent a bit
‘0’ while |1〉 and |−〉 represent a bit ‘1’. The rectangular basis represents the bit ‘0’
and the diagonal basis represents a bit ‘1’. Now, the task of Alice is to identify Bob,
to send to him SA and to prove to Charlie that she has in fact done it. On the other
hand, the Bob’s task is to prove to Alice that he is really Bob, to receive SA from
Alice and do not permit Alice discover SB . Hence, as can be realized, the problem just
described requires transference of proof of a zero-knowledge system. The solution
here proposed is the protocol described below:

1. Alice splits her n-qubit sequence in k smaller sequences having n/k qubits,
s1, s2, . . ., sk .

2. Alice sends a qubit sequence si to Bob and she asks him to calculate and to send

her back the n/k bits of SA that si represents, S(i)A , the parity of
(

S(i)A ⊕ S(i)B

)
, bi ,

and the qubit sequence si .
3. The step 3 is repeated for all si (i = 1, . . . , k) sequences and, at the end, if Bob

provided all bits of SA correctly, Alice believes that he is really Bob.
4. In order to prove that Alice has found the correct Bob, Alice sends back to Charlie

the k bits of parity (b1, . . ., bk) received from Bob and the n-qubit sequence.
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5. Since Charlie knows SA, SB and Sq he can always check if the bit sequence
(b1, . . ., bk) is correct and if the qubit sequence that he received from Alice is the
same that he sent to her at the beginning of the protocol. Hence, he will always
know if Alice in fact has found the corrected Bob.

The true Bob knows the bases that he has to use them in order to measure cor-
rectly the bits that the states sent by Alice represent. For a polarization encoded qubit,
Bob can measure the qubit value choosing correctly the polarization beam splitter and
using single-photon detectors. In this case, the photons are destroyed and Bob has to
produce new ones in the same quantum states that he received from Alice. Another
possibility is Bob to use a quantum non-demolition measurement. In this case, since
he knows what basis has to be used, he can identify the polarization (bit value) without
collapsing the wavefunction and destroying the photon.

Now, let us suppose that Alice tries to cheat Charlie, making him to believe that she
found Bob without having done it. In this case, Alice has to identify correctly all the
quantum states |ψ1〉⊗|ψ2〉⊗. . .⊗|ψn〉. Since |ψi 〉 belongs to the set {|0〉, |1〉, |+〉, |−〉}
and SA designates the value of the bit that the state represents, it is enough for her to
distinguish between |0〉 and |+〉, and |1〉 and |−〉. Thus, using the Breidbard attack,
Alice has about 86% of chance to identify the quantum state |ψi 〉 correctly. Since she
has to indentify correctly all of them (remember that Alice has to send these states
back to Charlie), the probability of Alice do not be caught cheating is about (0.93)n ,
that can be made very low if n is large enough. At last, once Alice measured the qubits
|ψi 〉, this cannot be undone, otherwise she could attack successfully the B92 quantum
key distribution protocol.

At last, if a tamper proof-device is not used, the proof transference is not reliable
because the verifier can successfully simulate an interaction with the prover [5]. Thus,
we would like to stress that the proof transference in the protocol here proposed is
possible because the non-orthogonal states sent to Alice by the third party, Charlie,
works as a tamper-proof device.

4 Quantum zero-knowledge protocol using quantum bit commitment
without quantum memory

In [1] it was proved that zero-knowledge protocols for NP languages can be imple-
mented if a bit commitment protocol is available. In this section, we make a direct
extension proposing a quantum zero-knowledge protocol that employs a quantum bit
commitment (QBC) protocol. We are going to use the same example used in [1], the
3-colorable graph problem, that is known to be a NP complete problem. The QBC
protocol used is the one proposed in [6] that uses coherent states and does not require
quantum memory, hence, it can be implemented with today technology. The QBC
setup is shown in Fig. 1 and it can be briefly explained as follows:

Commit stage:

1. Alice chooses one of the states {|αcos(φ), αsin(φ)〉|αcos(φ + θ), αsin(φ +
θ)〉, |αcos(φ + 2θ), αsin(φ + 2θ)〉} (〈n〉 = α2) and sends it to Bob.
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Fig. 1 Quantum bit/bit string commitment protocol using coherent state. B1 and B2 are beam splitters,
PBS is a polarization beam splitter and R is a polarization rotator

2. Bob uses the apparatus shown in Fig. 1b to measure the quantum state sent by
Alice and he stores the classical results obtained in his ordinary classical memory
(e.g. memory of a computer).

Unveil stage:

1. Alice informs to Bob the quantum state sent.
2. Bob checks if Alice’s information is in accordance with the results of his mea-

surements. For example, let us suppose that Bob had detection in all horizontal
outputs and in the vertical output D2. If Alice says to him that she sent |θ2〉 Bob
will know she is lying.

Using φ = 1.302 rad, θ = π/12 and 〈n〉 = α2 = 22, the probability of Bob cheating
Alice is PB ≈ 0.57 (probability of Bob to learn the quantum state identity sent without
Alice’s information) while the probability of Alice cheating Bob is also PA ≈ 0.57
(probability of Alice does not being caught lying during the unveil stage when she
informs that sent a quantum state different from the one that was really sent) [6].

Since 0.57 is a large value for PA and PB , let us consider another bit string pro-
tocol based on the protocol just described. For simplicity, we are going to consider a
situation where Alice has to choose one among only three possible choices, named
A, B and C . Each possible choice is coded by an m-bit string, A → bA, B →
bB,C → bC , and each bit string differs from the other two of, at least, m/2 bits,
H(bA, bB) ≥ m/2, H(bA, bC ) ≥ m/2 and H(bB, bC ) ≥ m/2, where H(x, y)
is the Hamming distance between the bit strings x and y. Each bit of bk (k =
A, B,C) is the parity of an n − bit string formed by 2n quantum states sent by
Alice. For example, bk

i (i-th bit of bk) is the parity of |ψi 〉 = ∣
∣θ i

1

〉 ∣∣θ i
2

〉 ∣∣θ i
3

〉
. . .

∣
∣θ i

2n

〉

given by xor
(
b

(∣∣θ i
1

〉 ∣∣θ i
2

〉)
, b

(∣∣θ i
3

〉 ∣∣θ i
4

〉)
, . . . , b

(∣∣θ i
2n−1

〉 ∣∣θ i
2n

〉))
where b

(∣
∣
∣θ i

j

〉 ∣
∣θ i

k

〉)
is
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the bit that the pair
∣
∣θ i

j

〉∣∣θ i
k

〉
represents, according to the codification: {|θ0〉|θ1〉, |θ1〉|θ2〉,

|θ2〉|θ0〉} represent bit ‘0’ and {|θ0〉|θ2〉, |θ1〉|θ0〉, |θ2〉|θ1〉} represent bit ‘1’.

The quantum bit string commitment protocol is described as follows:

Commit stage:

1. Alice sends to Bob the quantum states |ψ1〉, |ψ2〉 , . . . , |ψm〉, where |ψi 〉 =∣
∣θ i

1

〉 ∣∣θ i
2

〉 ∣∣θ i
3

〉
. . .

∣
∣θ i

2n

〉
.

2. Bob uses the apparatus shown in Fig. 1b to measure the quantum states sent by
Alice and he stores the classical results obtained.

Unveil stage:

1. Alice informs to Bob the m-bit string committed and the quantum states sent.
2. Bob checks if Alice’s information is in accordance with the results of his mea-

surements.

The probability of Bob to learn the bit string sent by Alice without her help, keeping
the same parameters used before (φ = 1.302, θ = π/12 and 〈n〉 = 22), is, in the best
case, PB ≈ (0.57)2n , since Bob has to know correctly at least one bit of the string
committed by Alice. On the other hand, if Alice wants to cheat Bob she has to lie, at
least, about m/2 bits of the committed string. In order to do this, she has to lie about, at
least m/2 quantum states sent. Hence, the probability of Alice does not be discovered
is, in the best case, PA ≈ (0.57)m/2. Therefore, PA and PB can be done as close to
zero as one wishes, however, the price to be paid is the amount of quantum states
used and measurements performed. As an example, let us consider the following case:
m = 6, n = 6, bA = 001100, bB = 010101 and bC = 100111. Let us suppose that
Alice chose bC . In this case, Alice can make the choices shown in Table 1.

In column 1 of Table 1, for example, 1= xor (0,0,1,1,1,0) and the sequence ‘001110’
was chosen randomly. That is, in a given column, the element in line 1 is the results of
the xor function between all the other elements at the same column. Using the states
shown in Table 1, Alice would send to Bob the following quantum states shown in
Table 2 (concatenation of the states in each colunm).

In order to Bob to find out the string committed by Alice without her help, in the
present case, it is enough to Bob to find out the first bit (since bA and bB begin with
bit ‘0’). In order to do this, he has to measure correctly the 12 states of |ψ1〉. This
happens with probability PB ≈ (0.57)12 ≈ 0.001176. Now let us suppose that, during

Table 1 Example of Alice’s choices when she wants to commit the string bC = 100111

1 0 0 1 1 1

0 → |θ0〉|θ1〉 0 → |θ2〉|θ0〉 1 → |θ0〉|θ2〉 0 → |θ2〉|θ0〉 1 → |θ0〉|θ2〉 1 → |θ2〉|θ1〉
0 → |θ2〉|θ0〉 0 → |θ0〉|θ1〉 1 → |θ1〉|θ0〉 1 → |θ0〉|θ2〉 0 → |θ1〉|θ0〉 1 → |θ1〉|θ0〉
1 → |θ1〉|θ0〉 0 → |θ1〉|θ2〉 0 → |θ2〉|θ0〉 0 → |θ1〉|θ2〉 1 → |θ1〉|θ0〉 1 → |θ0〉|θ2〉
1 → |θ1〉|θ0〉 0 → |θ2〉|θ0〉 0 → |θ2〉|θ0〉 1 → |θ2〉|θ1〉 0 → |θ1〉|θ2〉 1 → |θ0〉|θ2〉
1 → |θ0〉|θ2〉 0 → |θ1〉|θ2〉 1 → |θ0〉|θ2〉 0 → |θ1〉|θ0〉 1 → |θ2〉|θ1〉 1 → |θ2〉|θ1〉
0 → |θ2〉|θ0〉 0 → |θ1〉|θ2〉 1 → |θ1〉|θ0〉 1 → |θ2〉|θ1〉 0 → |θ2〉|θ0〉 0 → |θ1〉|θ0〉

123



Quantum protocols for zero-knowledge systems 45

Table 2 Quantum states sent by
Alice during the commitment
stage when she wants to commit
the string bC = 100111

|ψ1〉 = |θ0〉|θ1〉|θ2〉|θ0〉|θ1〉|θ0〉|θ1〉|θ0〉|θ0〉|θ2〉|θ2〉|θ0〉
|ψ2〉 = |θ2〉|θ0〉|θ0〉|θ1〉|θ1〉|θ2〉|θ2〉|θ0〉|θ1〉|θ2〉|θ1〉|θ2〉
|ψ3〉 = |θ0〉|θ2〉|θ1〉|θ0〉|θ2〉|θ0〉|θ2〉|θ0〉|θ0〉|θ2〉|θ1〉|θ0〉
|ψ4〉 = |θ2〉|θ0〉|θ0〉|θ2〉|θ1〉|θ2〉|θ2〉|θ1〉|θ1〉|θ0〉|θ2〉|θ1〉
|ψ5〉 = |θ0〉|θ2〉|θ1〉|θ0〉|θ1〉|θ0〉|θ1〉|θ2〉|θ2〉|θ1〉|θ2〉|θ0〉
|ψ6〉 = |θ2〉|θ1〉|θ1〉|θ0〉|θ0〉|θ2〉|θ0〉|θ2〉|θ2〉|θ1〉|θ1〉|θ0〉

the unveil stage, Alice says to Bob that she committed the string bB . In this case, the
probability of Alice be caught lying is PA ≈ (0.57)3 ≈ 0.185, since she would have
to lie about one state in |ψ1〉, one in |ψ2〉 and one in |ψ5〉. If Alice had committed bA

or bB , Bob would have to guess correctly two bits of the string committed by Alice.
The probability of success in this case is PB1 ≈ (0.57)24. Therefore, making n and m
large enough, the QBC protocol can be considered very secure.

Now, let us turn back to the quantum zero-knowledge protocol. The prover P says to
verifier V that a given graph G(V, E) is 3-colorable, that is, it is possible to label every
vertex of G with one of the colors {B, R,Y } such that every two adjacent vertices are
assigned different colors. In G(V, E), V is the set of vertices {1, 2, . . ., n}, |V | = n
while E is the set of edges, |E | = m. If the graph is simple and connected, then
n − 1 ≤ m ≤ n2/2. If a graph is 3-colorable then, given a solution, any permutation
of the colors is also a solution. Let us call S3 the set of permutations of a colorable
graph. The quantum zero-knowledge protocol is described below:
1. P and V agree to the integer numbers k and j , being k the number of bits of the

codeword that encodes the colors B, R and Y ; k/2 is the minimal Hamming dis-
tance between any two codeword used; j is the number of bits of the string used
to calculate, through a xor function, each bit of a codeword.

2. P chooses randomly one of the permutations in S3. For each vertex, P sends to
V a set of polarization states, according to the codification used.

3. V chooses randomly an edge ‘e’ and sends it to P.
4. P informs to V the quantum states sent that correspond to the vertices that belong

to the edge ‘e’.
5. According to the QBC protocol, V checks if the information sent by P really cor-

responds to the quantum states measured by V.
The last four steps are repeated m2 times and V accepts that the graph G is 3-col-

orable if the step 4 has always a positive checking.
As explained in the QBC protocol, V can determine the bit string sent by P without

his help with probability, in the best case, equal to (0.57)2 j . Thus, the probability of
V to determine all the colors of the graph alone is, in the best case, (0.57)n2 j . V can
try this m2 times. On the other hand, if the graph is not colorable, the probability of
P cheating V successfully, per each round, in the best case, is:

m − 1

m
+ 1

m

[
1

2
0.57k/2 + 1

2
0.57k/2

]
= 1 − 1 − 0.57k/2

m
(2)

Hence, the probability of P cheating V successfully during all the protocol is
[
1 − (

1 − 0.57k/2
)
/m

]m2

. When k increases, this probability tends to exp(−m).
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It is important to stress that in a real zero-knowledge protocol, none information can
be leaked. Using our protocol, we can achieve this goal in a very good approximation
making k and j large enough.

5 Conclusions

Firstly, we proposed a quantum attack for transference of proofs of a zero-knowl-
edge system using teleportation. The main advantage is the fact that only n pairs of
Bell states are necessary and the disadvantage is the hardness to implement Bell state
measurement with current technology. Following, it was proposed a quantum zero-
knowledge protocol using a trustable third party. In contrast with the other quantum
zero-knowledge protocols discussed, there is a third party, Charlie, which interacts
with verifier and prover before the interaction of these last two. This protocol is useful
to solve the following problem: Charlie has a secret and he divides this secret between
Alice and Bob. Alice has to find the correct Bob and to transfer to him her secret
without learning Bob’s secret. Finally, Alice has to prove Charlie that she found the
correct Bob.

At last, we presented a quantum zero-knowledge protocol based on QBC protocol
using coherent states. The main advantage of this protocol is the fact that it can be
implemented with today technology.
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